
Invasion of Privacy: Data Breach

This reference is for general information purposes only and 
is not a description of coverage under any policy issued by 
Liberty Mutual Insurance. Whether there is coverage for 
any particular matter depends entirely on the unique facts 
and circumstances of the claim or suit, the relevant policy 
language contained in the policy(ies) at issue, and the law of the 
applicable jurisdiction(s).

Detail provided in this reference is intended only as an introduction to the legal concept 
and ramifications of data breach and is not intended as legal or coverage advice. 
Readers are encouraged to seek legal counsel from an attorney experienced in the 
subject matter and relevant jurisdiction.

Most companies retain sensitive personal information due to employment activities, 
business transactions, and personal services. This information often includes names, 
social security numbers, credit card information, consumer payment card, PIN numbers, 
magnetic strip or electronic micro-chip data, banking account information, and medical 
data. If sensitive data is obtained and published (released to the public), it can lead 
to fraud, identify theft, or other harms to both the person to whom the information is 
connected and the business that lost the data. These losses often result in damaged 
reputation and loss of significant financial resources and time. Although this affects 
virtually all businesses, those industries that are at highest risk include hospitality, retail, 
restaurants, and healthcare.

Exposures
Data breach is a subject of primary risk for many businesses and is the result of a 
computer server’s infiltration where e-commerce and other customer transactional data 
is maintained. Data breach exposures may derive from illegal or accidental acts where 
sensitive information is published causing harm.

Credit Card Breaches
One type of illegal act occurs when hackers and criminals conduct illegal payment card 
breaches to obtain valuable data. They target (PIN) information with corresponding 
credit card and debit accounts by compromising magnetic strip data. These attacks hit 
the consumer hard because PIN fraud typically leads to cash being withdrawn directly 
from the consumer’s account. Recent technology with card replacements for micro-
chip card readers, mandated by PCI (Payment Card Industry) for retailers using credit 
cards for their transactions, will help improve this risk — but is certainly not a complete 
solution.

Personal Identity Theft
Another leading illegal act is the theft of personal information, including names, social 
security numbers, addresses, etc., in order to steal personal identities for financial gain.

In most of the costly breaches, the attacker exploited mistakes committed by the victim, 
hacked into an online network and installed malware (delivered in the form of e-mail 
viruses and worms) on a system to collect data or attack a web application. Overall, the 
criminals use hacking to get into the system while the malware gets the sensitive data, 
including payment cards and personally identifiable information (PII).
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In the majority of hacking cases, a lack of formal security procedures allowed them 
to occur. Poorly executed procedures may include allowing easy access to computer 
systems, lack of physical security for the building, insufficient staffing, no encryption 
for sensitive data, lack of anti-virus software, non-secured telecommunications, and 
insufficient disposal procedures. Current security procedures, policies, network controls 
and remediation plans should be regularly re-evaluated and practiced for potential 
breaches or flaws in plan execution.

Internal and External Threats
Attacks can also result from internal threats from employees, executives, and 
subcontractors. These may occur from the following scenarios:

 ■ Improperly securing passwords, sharing passwords/credentials, using 
default passwords, and not conducting background checks. 

 ■ Terminating employees without securing the account in a timely 
manner and allowing the employee to finish the day unmonitored. 

 ■ Illegal access by hackers because vendors use the same 
password credentials for multiple clients.

The majority of these illegal external and internal attacks do not require a high level of 
hacking skill. Criminals will find the easiest target.

Sensitive Information
Use and publication of sensitive information can occur accidently and still cause harm. 
This harm usually occurs because of insufficient policies, procedures, equipment, and 
enforcement. Some examples may include:

 ■ Accidental sharing and/or releasing of medical and sensitive 
information to third parties. This occurs by sharing hard copies 
or electronic mail to unauthorized third parties

 ■ Improper disposal of sensitive material because of insufficient shredding 
procedures, and disposing the material in accessible waste containers

 ■ Improper shipping procedures where a third party 
may gain access to the sensitive data

 ■ Improper use or documentation of credit card numbers

While these examples are initially accidental occurrences, the harm usually results from 
the illegal use of this information.

Data Breach Control Measures
While the exposures will typically remain the same, the methods and technology 
criminals use are evolving. As a result, control measures that companies implement 
to protect sensitive information need to evolve as well. Some common protection 
measures to help guard against data hacks and loss of sensitive data follow.

Conduct an assessment of potential data breach exposures: This should include 
assessing the type of information that is stored and who has access to it. The risk 
assessment should examine exposure to both internal and external threats. Once your 
company understands how information flows, it can identify where vulnerabilities are 
and begin to develop controls that reduce the likelihood of sensitive information being 
compromised.

Develop record retention policies and procedures: Do not collect and retain 
sensitive information unless there is a legitimate business need to do so. This includes 
social security numbers, credit card numbers, and any other sensitive personal 
information. At minimum, internal company retention policies should comply with 
applicable laws and standards (e.g., PCI Data Security Standard). One of the best 
offenses against data breach is not to retain data.
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Establish security procedures to protect sensitive information: When developing 
security procedures, consider the following elements: Physical security, electronic 
security, employee training, control over access to information, and security practices 
by third parties (contractors and service providers).

 ■ Physical security procedures: Consider storage of paper documents, 
media storage devices, backup drives, CDs, etc. Protecting this information 
can be accomplished through proper storage, such as locking file 
cabinets, logging off computers, using offsite storage facilities, data 
encryption, and not leaving sensitive information unattended.

 ■ Electronic security procedures: Examine your vulnerability to computer systems 
and servers. Measures to protect this information can include up-to-date anti-
virus software/anti-spyware software, anti-malware software, encryption of 
sensitive information that is sent electronically (i.e. over the Internet), utilizing 
secure connections when transmitting sensitive financial data, constantly being 
aware of new vulnerabilities by checking with software vendors for alerts, using a 
firewall to protect from hacker attacks while on the Internet, and using an intrusion 
detection system to detect network breaches. Password management, such as 
strength of password and prohibiting password sharing should also be evaluated.

 ■ Train employees regarding company data security plan, potential loss 
exposures, and how to recognize security threats. Employees should be 
instructed to immediately report any potential security breaches.

 ■ Control access to sensitive information: Establish parameters to reduce 
the risk for internal threats. Access to this information should be minimized 
as much as possible and security control measures put in place (i.e. 
passwords for authorized employees). Background checks should be 
conducted on any personnel authorized to access sensitive information. 
Employees should be required to sign an agreement to follow the company’s 
confidentiality and security standards for handling sensitive data.

 ■ Investigate security practices of contractors or service providers: Diligently 
explore situations where service providers have or could potentially access 
company information. Third party access to sensitive information should 
be limited and only granted on an “as needed” basis to minimize exposure. 
Service providers should be instructed to provide notification of any 
security incidents they experience, even if data was not compromised.

Implement sensitive information disposal procedures: These procedures need to 
include disposal practices for paper records, computers, and portable storage devices. 
Paper records should be disposed of by destroying them before discarding (e.g., 
shredding or burning). When disposing old computers and portable storage devices, be 
sure to use wipe utility programs — this includes copy machines as well. Simply deleting 
files is not sufficient because the files are retained on the hard drive and can be easily 
retrieved. If the company has employees who are telecommuters, ensure that these 
employees adhere to the same disposal policies and procedures. Follow up to ensure 
that hardware and information is suitably destroyed or removed.

Create an incident response plan: In the event your company does experience a data 
breach, you will need a plan in place on how to respond. Having a well-developed plan 
in place can help minimize the scale of the breach and help ensure that any lost data 
and evidence is properly collected and secured. If a breach does occur, an investigation 
should be conducted immediately to prevent further loss.
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Establish Human Resources procedures when employees are terminated: Your 
company should have a comprehensive termination policy that outlines the steps and 
procedures to be taken to ensure proper retrieval of company property and removal of 
access permissions for any employee who has been recently terminated or notified of 
termination. Be sure to plan for employees in the field or remote locations so that data 
cannot be compromised or removed without your authorization.

Maintain, monitor, and analyze computer/server audit logs: Companies should 
ensure that event logging capabilities are activated for their operating system, network, 
and firewall technologies. The information from these logs should be reconciled and 
reviewed on a routine basis to identify any unauthorized attempts to access resources. 
Failure to maintain and analyze audit logs can result in an attack going unnoticed, 
increasing the severity of data loss.

Coverage Information
In general, the standard ISO (Insurance Services Office) Commercial General Liability 
form includes certain coverage for “personal and advertising injury” under Coverage 
B, including coverage for specified offenses involving the publication of material that 
violates a right of privacy or access to personal information and the resulting loss from 
publication. For such a loss to be a covered claim, the “injury” must be caused by an 
offense arising out of the insured’s business and the offense must be committed during 
the policy period and in the “coverage territory.” It is important to note that, generally, a 
data breach itself does not trigger coverage; it is the resulting harm when the data gets 
published or used.
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Data Breach Self-Assessment
Current security procedures, policies, network controls, and remediation plans should 
be regularly evaluated and practiced for potential breaches or flaws in plan execution 
Use this checklist to help assess your organization’s current vulnerability and to help 
prepare for any form of a data security breach.

Yes No

There is a process in place to assess the type of information retained 
and who has access to it. This assessment should be used to identify any 
vulnerability to a data breach via internal and/or external threats.

A records retention policy is in place to minimize the volume of sensitive 
information retained.
Security procedures are developed and implemented to protect sensitive 
information.
Physical security measures are in place that address storing paper 
documents, media storage devices, backup drives, CDs, etc.
Electronic security measures are in place to protect information stored 
and/or transmitted via computer systems and servers.
Employees are trained on the organization’s data security plan. (Typical 
training would include security measures, potential exposures for data 
breach, and recognizing security threats.)

Background checks are conducted on employees who are authorized to 
access sensitive information.
Employees are required to sign a confidentiality and security standards 
agreement.
Investigation of security practices of contractors or service providers 
that have or could potentially have access to sensitive information is 
conducted.

Formal procedures are in place for disposing sensitive information (.e. g. 
paper records, computers, portable storage devices).
Incident response plan is in place to minimize the severity of a data breach 
should one occur.
Human Resources department has a comprehensive termination policy 
in place that covers proper retrieval of company property and removal of 
access permissions.

Computer/server audit logs are maintained, monitored, and analyzed on a 
routine basis to identify any unauthorized attempts to access resources.
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The illustrations, instructions and principles contained in the material are general in scope and, to the best of our knowledge, 
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